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Abstract

Machine learning models are susceptible to
adversarial examples: examples that should be
within the decision boundary for a certain class yet
are classified as another. These adversarial
examples can be found efficiently even through
obfuscated gradients or against black-box models.
We offer a survey of current research, covering
both attack and defense methods as well as
attempting to give a theoretical understanding of
adversarial attacks.

Adversarial examples are inputs to Machine Learning
(ML) models that, while being arbitrarily close to a
real example in the input space, cause the model to
misclassify. These examples were first shown as an in-
triguing quirk of ML models that suggested shortcom-
ings in the generalizability of models [1] but have sub-
sequently been shown to be remarkably resilient to at-
tempts to stop them - recent efforts have shown they
can be found even against black box networks or net-
works with non-differentiable layers. In this survey we
give a brief history of adversarial attacks that leads us
to a generalizable definition of an adversarial example.
We will look at some defence techniques against these
attacks as well as some domain-specific attacks against
different real-world models. This further raises that
question of if being able to find adversarial examples
in arbitrary ML models is a signifier of an inability of
machine learning to realistically generalize in the same
way a human mind can - in other words, we ask if the
presence of adversarial examples gives any hints about
if computers can learn to embrace the universality of
the human condition.

1 History
Early research on neural networks showed fantas-
tic performance on visual and audio classification
tasks, but some interesting and unexpected properties
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started emerging. Szegedy et al. [1] found that neu-
ral networks learned significantly discontinuous input-
output mappings, leading to them being able to cause a
network to misclassify an input by applying barely per-
ceptible perturbations aimed at maximizing the loss
of the network to the input or hidden layers. They
theorized that these examples - termed adversarial
examples - while having a low probability of occur-
ring naturally or being found by random sampling are
nonetheless able to be found by maximizing the loss
at a hidden or input layer. They further theorized that
training on these adversarial examples can be used as
a method of regularization that, while prohibitively
computationally expensive, can outperform dropout.
Finally, another observation of theirs was that pertur-
bations that cause one network to misclassify often
cause networks with different architecture trained on
the same data to make the same misclassification, a
property that would come to be known as transferabil-
ity.

Shortly after, Goodfellow et al. [2] published a monu-
mental work on adversarial examples. They introduced
the Fast Gradient Sign Method (FGSM), an algorithm
using the gradient found through backpropagation to
generate adversarial examples. The efficiency of FGSM
allowed for some remarkable breakthroughs. Adver-
sarial examples could be found efficiently enough that
they could be used to iteratively train a model on, pro-
viding a method of regularization that not only pro-
vided a resilience against overfitting on large models
but also provided models with a resistance to adversar-
ial examples, which we term robustness. The universal
approximator theorem states that a deep neural net-
work with at least one hidden layer should be able to
approximate any function, including functions that are
not vulnerable to adversarial examples. Their finding
was that this adversarial training was effective only
when the model was sufficiently able to learn a robust
function.

Both Szegedy et al. [1] and Goodfellow et al. [2] noted
that models with vastly different architecture trained
on the same data tended to misclassify inputs with
the same perturbations, showing that the adversarial
examples weren’t simply artifacts of model architec-
ture but were exploiting blind spots in the learned
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boundaries of the models themselves, boundaries that
tended to be very similar. In 2016 Papernot et al. [3]
defined this notion as adversarial example transfer-
ability. Previous attacks needed access to the gradient
of the model to find adversarial examples. Papernot
et al. were able to show that transferability could be
exploited to make successful black-box attacks against
models. This conclusively showed that obfuscated gra-
dients and black-box models were not sufficient to de-
fend a model against adversarial attacks.

These notions of adversarial examples, robustness,
and transferability are the foundation of current re-
search. New attacks must be effective through a myriad
of defence methods, and new ways of making models
robust must be effective against multiple attack mod-
els. Research is currently in an arms race, with new
defenses and attacks that penetrate those defenses and
new defenses to defeat those attacks being published
multiple times per year. As machine learning models
become integrated into the technology we depend on,
providing defensible models becomes crucial. As we
will show, adversarial examples have been found that
are effective against many of the systems we rely on,
across multiple domains.

2 A Conceptual Understanding of
Adversarial Examples

Adversarial examples are often viewed as things that
are created, but it is perhaps more accurate to view
them as things that are found. We can define adver-
sarial examples as points in the input space that are
arbitrarily close to a real example yet have a different
classification. Madry et al. [4] define the problem of
finding adversarial examples as a saddle point prob-
lem - the defender performs outer minimization to
find model parameters that limit the achievable loss
and the attacker performs inner maximization to at-
tempt to maximize the loss within defined ` bounds.

Szegedy et al. [1] theorized that the set of adver-
sarial examples is low-probability (which explains why
it doesn’t occur naturally with any frequency) yet is
a dense subset of the input space and can be found
for almost every real example. This gives us a context
to talk about defensibility of models in terms of ro-
bustness - in a similar method to how cryptographic
methods are shown to be computationally secure with
equivalence to a problem [5], we can talk about ma-
chine learning models as resistant based on the prob-
ability of an attacker finding an adversarial example.
Additionally, through this optimization lens we can
show a model’s resistance against attacks in general

instead of in average.

Exploiting the linearity of machine learning networks
has led to the discovery of universal perturbations [6],
which are permutation vectors that cause examples to
move out of all proper decision boundaries, leading to
misclassifications in the majority of examples they are
applied to. Surprisingly, these universal perturbations
are also quite transferable. It appears that models tend
to learn the same boundaries that fail to generalize for
improbable examples, allowing the existence of such
universal perturbations.

3 Attack Methods
Taxonomy
Attempts to formalize a language concerning attacks
on ML models predate the discovery of adversarial at-
tacks. Barreno et al. [7] proposed a taxonomic sys-
tem that spans several axes, two of note being: An
Influence axis where attacks can either directly effect
the training examples (causative) or simply exploit
pre-existing misclassifications without altering train-
ing (exploratory), and a Specificity axis where attacks
either focus on a particular instance (targeted) or at-
tempt to encompass a wide range of instances (indis-
criminate). At the time the language was geared to-
ward spam filtering, but has proven useful in the realm
of adversarial attacks.

Additionally, the distinction between ‘white-box’
and ‘black-box’ attacks has become commonplace, the
former representing a model where the attacker has ac-
cess to the weights and loss function, the latter being
a model to which the attacker has only the output.

Linearity and the FGSM
The Fast Gradient Sign Method works by exploiting
the linearity present in a ML model. Even in cases
where models are decidedly non-linear, this assump-
tion has been proven to work well.

“We hypothesize that neural networks are too
linear to resist linear adversarial perturbation.”[2]

By assuming a linear error function, and with access
to the model weights, the gradient is computed and
a peturbation vector is introduced with the intention
of moving the label a maximal amount from the cor-
rect prediction. This vector’s magnitude is typically
bounded by a small value, ε that can be parameter-
ized, and has been shown to be effective at values small
enough that the error completely disappears when the
image is converted to an 8bit encoding.

At it’s inception, FGSM was theorized as an indis-
criminate method, however by computing the gradient
to maximize a specific target, it can also be used as a
targeted attack.
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Developments
In the relatively short time since the discovery of
FGSM, several new attack methods have been devel-
oped. Papernot et Al. [8] were able to use their dis-
coveries about transferability to create a black-box at-
tack by training their own model on the label outputs
of the black-box network in question. By performing
FGSM on this new (white-box) network, the property
of transference meant their adversarial examples had
a high chance of being misclassified in the original net-
work. Additionally, it was found that iteratively per-
forming FSGM with smaller values produced better
results than a single pass of the algorithm. [9]

Huang et al.[10] shortly after proposed a method
that, rather than assuming linearity of the cost func-
tion, assumed linearity of a simple model, which
proved to be more effective than the original FGSM
method.

Papernot et al. returned again in 2016 with a new
method to compute adversarial attacks with two sig-
nificant changes to the approach. Firstly, they gener-
ated their examples using only the forward gradient,
as opposed to calculating the full back-propagation
required by the previous methods. Additionally, this
method rather than perturbing every value (ie. pixel)
by a relatively small amount, instead perturbs a rela-
tively smaller number of pixels by a somewhat larger
amount.[11]

Most recently, Carlini and Wagner [12] incorporated
several new techniques which not only improved the
performance of their adversarial attacks, but provided
evidence that defensive distillation (discussed later) is
not an effective method for defending against these
new kinds of attacks. Of particular note is a monte-
carlo style optimization technique that employs several
models performing synchronous gradient descents over
a region to avoid local minima.

Adversarial examples have been shown to be success-
fully created even with only one pixel being modified
[13], showing that attacks can be efficiently performed
even under strict l0 norm restrictions.

4 Defence Methods
Defence mechanisms usually fall into one of several
categories:
• Adversarial Training: Perturbing data during

training to make a model robust against adver-
sarial attacks.

• Robust Architectures: Specifically designing ar-
chitectures and training procedures to be resistant
to adversarial attacks.

• Denoising: Modifying the data during classifica-
tion with the intention of reducing the effective-
ness of an adversarial attack.

• Detection: Being able to recognize adversarial in-
puts.

One of the earliest defence mechanisms was built on
the concept of network distillation [14]. Papernot et al.
[15] outlined a method for training a robust network
using this method. A large and performance-oriented
network is created, and training examples are clas-
sified using it. A subsequent network is trained on
the same examples using the probability spread of the
previous model’s predictions instead of the one-hot
original label. The second model is able to keep a lot
of the performance of the original model while being
significantly more lightweight and, more importantly,
generalizing much better. The distillation step reduces
the gradients of the network, resulting in a smoother
model where larger perturbations are required to cause
a classification change. This significantly reduces the
capability of attackers to find adversarial examples.

Guo et al. [16] used input augmentation to increase
the security of networks. Using a network that im-
plements a random image transformation layer (using
operations such as bit-depth reduction, jpeg compres-
sion [17], total variance minimization [18], or image
quilting [19]) they were able to significantly reduce the
ability to find adversarial examples, eliminating 90%
of black-box attacks in testing. Ross and Doshi-Velez
[12] found similar results using input gradient regular-
ization, using a technique of ‘double back-propagation’
to reduce the ability of small changes to the input to
cause large changes in classification. Similarly, Prakash
et al. [20] introduced a defensive model for CNNs they
deemed pixel deflection, where pixels are randomly
replaced with other pixels from the local region in a
manner that introduces random noise while preserving
the natural image properties. All three of these tech-
niques force attackers to make significant changes to
the input to force a misclassification. Ross and Doshi-
Velez used a human testing panel and found that a
number of examples that would fool their network had
been modified significantly enough to be detected by
the naked eye.

Detection methods are another effective option for
stymieing attacks. The perturbations that cause a mis-
classification are theorized to have an extremely low
probability of naturally occurring and many detection
methods use this feature. Feinman et al. [21] based
their defense on Tanay and Griffin’s analysis of adver-
sarial attacks as lying near class boundaries that are
close to the edges of data sub-manifolds [22]. Theo-
rizing that adversarial samples are separate from the
true data manifold, they used ”artifacts” - density es-
timates and Bayesian uncertainty estimate measures -
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to train a classifier that could detect adversarial exam-
ples out of a pool of adversarial, noisy, and clean exam-
ples with an ROC-AUC of 92.6%. Li and Li [23] were
able to achieve similar results with a cascade classifier
that measured convolutional filter output statistics in
early convolutional layers, detecting more than 85% of
adversarial examples. Xu et al. [24] used a technique
they deemed feature squeezing to reduce the effects of
adversarial perturbations. Through either bit depth re-
duction (including shifting RGB images to grayscale)
or image smoothing (through local or non-local blur-
ring) they make predictions on both the unadulterated
image and the modified image, classifying it as adver-
sarial if the predictions are significantly different. With
a joint detection method utilizing both of these they
were able to achieve as high as a 99.44% detection
rate while also keeping a remarkably low false positive
rate. These detection methods can provide an effective
first line of defence, allowing models to reject or take
steps to mitigate examples that are detected as likely
adversarial.

Hosseini et al. [25] formed a training method that
attempts to block attacks by limiting transferability.
They train a network on regular and adversarial exam-
ples, augmenting the data with a NULL label that sig-
nifies adversarial examples. This method enables the
system to learn to detect the signature perturbations
of adversarial attacks and classify examples as likely
adversarial, giving the model a built-in resistance to
attacks. This was successful at limiting transferability,
extremely handicapping black-box attacks.

5 Domain Specific Attacks
5.1 Audio Recognition Systems
Some novel work has been done in the field of au-
dio recognition systems. These systems are commonly
encountered in automated phone systems, handheld
devices, and other technology we commonly interact
with. Some of the models that drive these systems use
non-differentiable layers in their implementation, but
adversarial attacks have still be shown to be possible.
Previous attacks against these systems such as Back-
door [26] and DolphinAttack [27] have been successful
but use inaudible frequencies to manipulate the sys-
tems. The adversarial attack should not exploit these
vulnerabilities or it risks being confounded by simple
filters.

Alzantot et al. [28] were successful with black-box at-
tacks on automatic speech recognition systems. They
used an evolutionary algorithm that adds random
noise to an audio sample to perform the targeted at-
tacks, successfully changing the classification of 87%

of examples. Unlike the standard of attempting to find
examples that humans can’t notice, they instead tried
to find examples that humans would still correctly
classify, a goal that 89% of their successful adversarial
examples achieved. Additionally, this method was not
successful when played over a speaker, a shortcoming
the authors planned to address in following research.

Carlini and Wagner [29] performed white-box at-
tacks on a speech-to-text system using the differen-
tiable CTC-loss measure. They were able to create ad-
versarial audio files that were nearly indistinguishable
from the original audio and were transcribed as what-
ever recognizable text sequence they desired. These
attacks were effective when both used directly as in-
put or when played by a speaker and recorder through
a microphone, meaning they would be effective at at-
tacking real-world devices. Additionally, if the dis-
tortion used was significant enough these examples
survive mp3 compression. They left an open question
about if speech-to-text systems have the same trans-
ferable property as image recognition systems, which
would mean black-box attacks against systems like Ap-
ple’s Siri or Google’s Alexa are possible. One further
interesting note is that they were able to effectively
hide speech - generating distortion that made speech-
to-text systems fail to recognize the presence of any
speech whatsoever. This one has some optimistic im-
plications toward audio privacy filters.

Kreuk et al. [30] focused on attacking speaker veri-
fication systems. These systems use models that have
been trained to recognize a speaker so as to only per-
mit access to a system to someone recognized as the
authorized user. In both white-box and black-box at-
tacks they were able to artificially create a high false-
positive rate, signifying that a random speaker was
verified as the target speaker. These results should be
a dire warning to companies thinking of using deep
learning speaker verification as a security measure.

5.2 Text Attacks
Text presents a novel field because the lower input
space and nature of language makes small changes
much more difficult. Despite this, Gao et al. [31] in-
troduced an algorithm DeepWordBug designed as a
black-box attacker against text classification systems.
Though the changes are regularly of the form of creat-
ing typos and are noticeable to an astute reader, they
were able to force misclassifications on both spam fil-
tering systems and movie review sentiment analysis
systems with moderate success. Ebrahami et al. [32]
used a similar method to similar results, changing cer-
tain letters with others in the direction that caused
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the strongest misclassification.

Alongside this is the work of Liang et al. [33], who
also insert letters to fool deep networks. Their system
uses the gradient of the network to identify the most
crucial elements of the phrase to classification and sub-
sequently alter those elements. Working on either a
word-level or a phrase-level, the system attempts to
cause a misclassification through removal of important
parts of speech, insertion of mostly semantically empty
phrases, and modification of existing parts of speech.
This approach was shown to be effective against both
movie review and product review sentiment analysis
systems. Samanta and Mehta [34] achieved similar re-
sults on sentiment analysis systems by identifying the
most probable words that contributed to the classifica-
tion and replacing them with words with significantly
different sentiment (for example, replacing the phrase
”this was a real winner” with ”this was a real whiner”).

5.3 3d Printed Adversarial Examples
Kurakin et al. [9] showed that adversarial examples
could be created that could be printed and pho-
tographed with a smartphone and still cause a mis-
classification, beginning research on adversarial exam-
ples that force a misclassification at different angles,
lighting situations, and other alterations that change
the pixel-to-vector mapping. Convolutional neural net-
works in particular are vulnerable to these types of
attacks.

One of the most fascinating applications of adversar-
ial examples was the groundbreaking work of Athalye
et al. [35]. Building on the printed adversial examples
studied by Kurakin et al. [9], they developed a 3d ob-
ject that forced misclassification. Starting with an ad-
versarial example that had been specifically created to
be resilient to noise, transformation, and distortion,
they printed a textured 3d model of a turtle and were
able to achieve the intended adversarial misclassifica-
tion of ’rifle’ on 82% of images taken at different angles
and lighting situations. This suggests that adversar-
ial attacks can be effective even against dynamic real
world systems such as self-driving vehicles or intrusion
detection systems.

5.4 Reinforcement Learning
While most research of adversarial attacks has focused
specifically on deep networks, the strategies have been
found to work in the realm of reinforcement learning
(RL) as well.

The transferability property of overcoming black-box
attacks by training a similar model was shown to apply
equally well to RL models by Xiao et al. [36].

Pinto et al. [37] meanwhile harnessed the concept
of adversarial training to improve the robustness of

their RL models: by training against an agent designed
to minimize the model’s output, it became generally
more robust, though their adversarial examples were
generated using domain-specific knowledge that was
unlikely to generalize.

Because RL models its environment, input, and
agent separately, it presents several attack vectors in a
way that doesn’t necessarily have an analog in image
classification with deep learning networks. Mandlekar
et al. [38] were able to focus specifically on perturb-
ing the state of the model, and were able to show the
resultant model was not only robust against attacks,
but showed better performance overall.

In 2017, Pattanaik et al.[39] were able to improve
performance over a gradient descent method by specifi-
cally attacking the policy directly: essentially ‘tricking’
an agent into believing themselves to be in a different
state.

6 Conclusion
Adversarial examples give us a unique look at how ML
models fail to generalize as well as highlight some of
the ways that models that can be exploited by this
lack of generalization. As the use of these models as
a service becomes commonplace in applications with
as dangerous possibilities as autonomous vehicles [40]
we need to ensure security of these models. Research
has sustained a frenzied arms race, but we believe that
until we can reach a greater understanding about how
models learn decision boundaries and how we can make
them generalize over even low-probability points in the
example space that simply finding new attacks and
new defenses will not resolve the underlying insecu-
rity. As these systems are put in place in situations
with potentially devastating consequences, we believe
developing a deeper understanding of how to build ro-
bust models is crucial.
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